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Abstract: This paper discusses the security issues arising when incorporating Grid
portals in business environments and proposes a viable and robust integrated security
solution, which is easy to incorporate into existing platforms, to use and to maintain.
The proposed solution enables Single Sign-Up, an innovative concept for automatic
user registration in domain specific middleware and remote services, Single Sign-
On, and advanced user management. These mechanisms cooperate seamlessly,
offering high levels of security, promoting the overall business processes, and thus
comprising an important improvement towards the business adoption of the Grid.
The design and implementation of the system is based and will be tested on several
real life business cases from different sectors.
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1. Introduction

As “Grid” [1] makes its way to the mainstream, many businesses are looking to see how
Grid can enhance their business models to drive growth, improve efficiency and increase
production. Here, standards-based approaches to resource management, meta-scheduling,
and federation of data and services are considered fundamental reasons to adopt Grid.
Another key reason to adopt Grid is to benefit from the plethora of open-source software
and tools now available on the market that support the Grid computing paradigm, such as to
reduce the overall cost of the IT solution or simply to be inline with current trends in
computing. While most open-source Grid platforms offer mechanisms for managing
security and trust issues in federated environments, most do not offer practical means for
integrating these security mechanisms with Web portals.

Grid portals comprise a collaborative environment which provides a simple and
common Web interface to heterogeneous computational Grid resources and services. The
offered functionality ranges from the submission and monitoring of computational jobs to
the management of remote workspaces, accounting and provision of user and resource
related statistics. A Grid portal also simplifies administration and problem solving by
offering mechanisms for controlling access and monitoring user actions.

This paper discusses the security issues arising when incorporating Grid portals in
business environments. It describes the methodology followed in the framework of the
BEINnGRID project [3], designing and developing components related to portals security,
based on the needs of several real life business cases from different sectors. The
components were implemented as enhancements and extensions to the Vine Toolkit [2].
The document describes the design of the proposed solution and the technology choices
made. It further presents screenshots of the implementations and discusses their business
impact and benefits when using them.
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2. Objectives

This paper discusses how the Vine Toolkit, driven by business scenarios examined within
the context of the BEInGRID project , aims to fill the Web-to-Grid gap to enable businesses
to transparently connect their user communities to their Grid-enabled infrastructures in a
secure and easy way. Vine, a Java-based framework that supports a variety of application
environments, provides an extensible model for defining how users are granted identities
and security tokens for multiple Grid environments, as well as how to introduce that
registration process into the Web-site sign-up process. Moreover, it provides a
complimentary collection of reusable Web 2.0 [4] interfaces that support user account sign-
up and administration and can be adapted to any Java Servlet [5] or Portlet [6] based portal
environment.

3. Methodology

The development and evaluation of the Vine Toolkit is based on the technical and business
needs of ten different business cases from the aerospace, architectural, financial,
environmental engineering, automotive, pharmaceutical, textile, chemistry, IT and
geological sectors.

The portal security and user management requirements of these business cases were
examined and detailed during the first year of the BEInGRID project. Substantial weight
was also given to specific business requirements and the promotion of the overall business
processes. Analyses of these requirements led to the design of a general model, which was
refined several times in a constant interaction process with the involved businesses. The
outcome of this procedure was a set of common components at the portal presentation layer
as well at the business-logic layer, which represent viable solutions to address the requested
functionality and can be adapted to the various Grid middleware and use-cases represented
by the business cases that were analysed. Requirements and designs from the OMII-Europe
project [7] were also included in this effort. The design has been implemented as
enhancements and extensions to the Vine Toolkit and verified on a number of small
testbeds deployed at the Poznan Supercomputing and Networking Center (PSNC) [8]. One
of the main goals comprises the application and evolvement of this work in new business
cases within BEinGRID as well as other real-world business problems.

4. Technology

Web portals, whether used internally or as a public offering for products and services, are
vital enablers for commerce and production in business today. The most successful Web
portals make it easy for users to join and become active members, that is, obtain accounts
on the portal, its back-end services and partner sites. Thus, in order for Grid to become truly
mainstream, it too needs to support Web-based user registration, the familiar email-verified
"sign-up” model we see on many Web-sites today, as well as Web-based "Single Sign-On"
and online tools for administering access to resources. Moreover, it must be possible to
integrate this support into existing portal platforms.

The Vine Toolkit consists of a core project that defines a base APl and programming
model upon which sub projects are built. Each sub project addresses a particular problem
area. Some, like the Grid Vine, build upon core Vine to define more general concepts and
extensible elements. Others, like the Globus Toolkit 4 Vine, are concerned with adding
support for particular third party libraries and services. At the time this paper was written,
Vine had inherited support for several middleware and standards, including gLite 3 [9],
Globus Toolkit 4 [10],JSDL 1.0 [11], OGSA-DAI 2.2 [12], UNICORE 6 [13], Storage
Resource Broker [14], and others. Each Vine project conforms to a particular file structure
that defines how source code is built as well as how third party libraries and configuration
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files are packaged and deployed. Users can select the specific Vine projects they require for
their applications. Naturally, there are dependencies between certain projects that must also
be taken into account.

When Vine is deployed, Vine's build system will deploy and package only those source
files that are relevant to the target environment. Source files that are included in the main
source tree for each project are deployed to all types of target environments, while source
files contained in a project's web source tree are deployed for use only with Web
applications. Typically, web source trees include user interfaces developed in one or more
Web Ul frameworks, such as the Google Web Toolkit [15] or Adobe Flex [16], as well as
Java servlets, portlets and any Web services that are intended for use by that project.

Resources are perhaps the most important concept modeled in the Vine Toolkit. Vine
defines a resource as anything that can be utilised. A computer, an application, a software
library, a person, these are all resources in Vine. In fact, in Vine, resources define the
application just as they define Grids. At their most basic level, Grids are collections of
resources with policies describing how to use those resources. In order for the different
resources to be properly accessible and functional, they must be identified in the resource
registry file. Using the Vine Toolkit, one composes applications as collections of resources
and services for utilizing those resources. The Vine Toolkit makes it possible to organize
resources into a hierarchy of domains to represent one or more virtual organizations (VOSs).

The Vine Toolkit is using a standard method of access control that enables a user to
only login once and gain access to all resources configured for use with the system, without
the need to login separately to each of them (Single Sign-On). It also implements a non-
standard method for registering users into the portal system and underlying middleware
(Single Sign-Up). Due to non existing standards for this scope, the developers had to
implement a novel method supporting this idea. For managing users’ credentials, which is
required in order to enable Single Sign-On, the MyProxy Credential Management Service
[23] is used. The MyProxy client in the Vine ToolKkit is using a standard protocol for storing
and retrieving X.509 proxy credentials (RFC3820) [24] to and from a server. Vine security
is mainly using the authentication and authorisation capabilities of the portlet container and
existing MyProxy credential repositories or, in some cases, the component’s internal CA
and credential repository, thus giving the end user a useful tool that allows using existing
middleware and infrastructures. User Management in Vine can be fully integrated with the
portal container and the underlying libraries may use different standards for different
purposes. For example, Hibernate [25] may be used for database management, or the Java
Database Connectivity (JDBC) API [26], an industry standard for database-independent
connectivity, may be used.

As mentioned above, the Vine Toolkit was tested on a number of small testbeds
deployed at the Poznan Supercomputing and Networking Center (PSNC) running different
configurations, including:

e Fury.man.poznan.pl: Fedora 3, Globus Toolkit 4.0.1

Seagrass.man.poznan.pl: Gentoo, UNICORE 6

Omiidemo.man.poznan.pl: Gentoo, Globus Toolkit 4.0.4
Node2.goscosgrid.man.poznan.pl: Gentoo, OpenDSP

Desktop / notebook computers running Windows XP, Mac OS, or different versions of
Linux.

5. Developments

In order to support seamless integration with application containers, Vine offers several
entry points for introducing security. This section focuses on a wide range of security needs
of a typical Web portal application, which are addressed by the Vine Toolkit. However,
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most of the topics discussed here can apply to other application environments.

The high-level logic of the Vine Toolkit in terms of security related operations is
presented in Figure 1. In reality, quite complex business-logic patterns and related
components were implemented in order to support this logic.
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Figure 1: High-Level Architecture of Security in Vine

4

In brief, Vine offers a number of interfaces covering a Grid portal’s security needs,
serving at user registration and authentication. It allows automatic creation of user accounts
and registration in a number of chosen middleware and services during sign-up or after
account approval, simplifying the process of generating credentials and registering them
with Grid middleware, or creating accounts on remote systems. It further enables Single
Sign-On (SS0), allowing the usage of integrated third party security services in a common
way. The mechanism behind this is Security contexts.

Security contexts are Vine services that provide capabilities to other Vine services for
handling particular types of security problems, making it easy to add support for third party
security libraries and services in a common way. Security contexts include a number of
middleware-specific registration and authentication modules. The Grid Vine project
provides a General Security Services (GSS) [17] security context for obtaining access to
GSS credentials delegated to a Vine application for a particular user. The latest version of
Vine incorporates a number of GSS and non-GSS registration and authentication modules
supporting, among others, Globus Tooklit 4, UNICORE 6 and VOMS [18] (gL.ite 3).

Whenever a user accesses resources within a portal, such as a fragment of html or a
portlet, or external resources via the portal, such as a file or remote information service,
typically some mechanism is required to check whether that user is authorised to access that
resource and what level of access they have been granted. Vine does not currently handle
authorisation mechanisms explicitly but rather leaves it up to the application programmer to
address how authorisation is performed. This is because at times authorisation to portal
resources can be performed by the web application server or portal container application to
which a Vine application has been deployed. Likewise, authorisation to external resources
is often performed by the third party services a Vine application utilises to make those
resources available to users.

5.1 User Registration and Single Sign-Up

The moment a portal user first obtains a user account comprises also the appropriate time
for the registration of that user with any third party services configured for use with a given
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Vine application. Registration with third party services may involve a complex set of
procedures and/or human intervention by a portal administrator. The Vine Toolkit provides
complete mechanisms for handing user registration, promoting the innovative concept of
Single Sign-Up.

An account represents permission by a person to use a Vine application. We call this
person a "user™ of the application. In order to use a Vine application (i.e. a Vine Grid portal
in the context of this paper) a user must first request an account. An account is created
when an account request is approved by an account manager module. An account manager
is responsible for handling account requests and managing the accounts that result from the
approval of account requests. Account manager modules can be configured to automatically
accept account requests submitted to them or require manual acceptance.

Account requests have three basic attributes: a unique username, a private password,
and a unique and valid email address. An account has an additional attribute, a unique
identifier used internally by Vine. Both account request and account may have more
attributes depending on the application. As also explained below, an account can have zero
or more registrations associated with it. The registrations associated with an account depend
on how a Vine application's resource registry is configured and which registration requests
have been approved for that account. Once an account request is accepted, an account
manager module will process each registration request associated with that account request.

A registration generally represents permission to use one or more third party services
configured for use with a Vine application, such as a Grid middleware platform in order to
support access to remote computational resources. Their attributes depend on the
registration module to which the request is submitted. A registration module is responsible
for managing registration requests and the registrations that result by the approval of
requests. Registration modules can be configured to automatically accept registration
requests submitted to them or require manual acceptance. Registration requests can be
submitted to a registration module directly or by an account manager for a given account
request. If the registration request has been approved, then a registration is created and
managed by the particular registration module.

In case the registration request is part of an account request, then a registration will only
be created if the associated account request has been also approved. If a registration’s
parent account request is denied or fails any time during its processing, then a registration
will not be created even if its associated registration request was approved. Instead, that
registration request will be rolled back. In the same manner, an account will only be created
if all the corresponding registration requests have been approved.

Accounts and registrations have two basic states, active or inactive, permitting or
preventing a user from using a Vine application or a service respectively, and their lifetime
is configurable. A registration module will notify its parent account manager whenever the
status of a registration request changes. Account and registration requests both have a well
defined lifecycle, as illustrated in Figure 2.
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Figure 2: Account Request and Registration Request Lifecycle

5.2 User Authentication and Single Sign-On

When a portal user logs in to a portal, Vine authenticates that user with the third party
services configured for use with a given Vine application. Typically, a username and
password are supplied at login time. This information can be passed to third party services
to which the user has been registered in order to obtain access to resources for as long the
user is logged in to the portal. The Vine Toolkit provides authentication modules for
handing user authentication issues and enabling single sing-on. Authentication modules,
also mentioned above, are Vine services invoked to authenticate a user attempting to create
a Vine session. All activity in a Vine application is handled in one or more sessions.
Sessions are used to create service contexts.

Authentication to third party services usually results in some credential or security
token that is granted to a Vine application to enable Vine to access resources via one or
more third party services that accept the given security token. Vine has an extensible
mechanism to make these security tokens available to application programmers, as
explained above.

5.3 User Management

The User Management in Vine provides the ability for managing accounts of portal users
and user-groups and their access to content or resources. This also includes the need for
users to manage their own personal information and view information of other users, if
authorised. In addition, the portal administrator can manage a user-group and change their
access rights to content / resources, resulting in consequent changes to the environment
presented to the user and/or the users permissions. This includes changing the list of
portlets displayed to a specific user-group, for example a standard user or a first time
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logged in user, and arranging their layout. As a result of this, the user can only see and
navigate the portlets chosen by the administrator. Portlets requiring administrative access
rights cannot be presented to a user who does not hold the required privileges.

The high-level logic of the Vine Toolkit in terms of user management related operations
is presented in Figure 3. Vine provides the ability to plug into the user account management
mechanisms of its container environment, as well as to manage user accounts in standalone
applications and services.

User (Browser)

N
Z S

Confent |
I ]
l_lserg';:cna Lser List REESFEN Jl_is ; Resources
Ces Agsociation

I b

Vine User Management

Figure 3: High-Level Architecture of User Management in Vine

In specific, the User Personal Data operation allows users to view and change personal
information, like first and last name or email address. The Users List operation, carried out
by an account manager in the implementation of Vine, allows users or administrators to
view or manage (e.g. add, delete) accounts of portal users. The Content/Resources
Association operation covers the need for administrators changing the association between
user accounts and Content or Resources. For example, the administrator can choose which
components will be available to users and what their portal page will look like, according to
their user group. Finally, the Content/Resources List operation serves at presenting the
available portal resources users could possibly be assigned.

The reader should keep in mind the individual functionality provided by User
Management, as well as the other aforementioned components, is important for achieving
high levels of security, and simplicity in usage.

6. Results

The work committed on the Vine Toolkit was accompanied by a number of sample portlets
representing the basic characteristics of the implemented business-logic. The figures below
present screenshots of the developed portlets deployed in the GridSphere [19] portlet
container.

Before a person can use the Grid portal, he/she will need to get an account on it. A guest
user has to navigate to the homepage of the Grid portal and use the Signup portlet to request
a new portal account (Figure 4). By following the steps presented, the guest fills in the
required fields with his/her details, chooses an account type and submits an account request.

Copyright © 2008 The Authors



Submit Account Request

Account Type Guest Account %

Username [rewuser |
First Mame [Mew |
Last Mame [User |
Ermail Address |newuser@some.site |
Confirm Email [newusen@some.site |
Password | |

| |

Confirm Password

¥iBy checking the box you agree to the
OMI-Europe Terms of Service and Privacy Policy.

Submit

Figure 4: Signup Portlet — New User Account Request

Dormain BEInGRIO
ser Mame |dziubecki

Pasgword |

[ Remember my login

Forgot your password?

Figure 5: Login Portlet — Login to Domain BEIinGRID

When an account request is successfully approved by the administrator, the
corresponding account is created and the requester is considered a registered user.
Registered users are able to login to the portal by providing their chosen username and
password in the Login portlet (Figure 5).

The portal administrator can use the “Requests” tab of the Account Manager portlet
(Figure 6) to browse a list of registration requests, undertake the new user’s registrations
with external middleware or services and finally approve the new user account. In the
“Accounts” tab of the Account Manager portlet, the administrator can view and modify
existing user accounts.
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Accounts Requests

Refresh Delete

1d 4 | Usemame Email Address Status Date Submitted
167e260a1a9Fc01f011a5fc4622c00! testUserl23 test@testuser.pl Failed

1672260a1a9fc01f011a5fcb38dc00! alexis alexis@a.pl Approved

Account Request

Id:  167e280alaSfc01f011a%fch38dc003S
Usemame:  alexis
Email Address:  alexis@a.pl
First Name:  alexis
Last Name: o
Status:  Approved

Registration Request Status
GssDemoCertRegistration  Approved

Gt4Registration Approved

GridsphereRegistration Approved b

Figure 6: Account Manager Portlet — Account Requests List

In the Credential Manager portlet (Figure 7), a user can view and manage his/her
credentials. When viewing a credential, the following details are presented: credential’s
label, Distinguish Name of the credential owner, status of the credential (active/inactive),
remaining lifetime, creation date and date of last retrieval, corresponding MyProxy
username for the credential, credential name in MyProxy, and value of lifetime when the
credential was retrieved. The user can also check which credential (“Default Credential”)
was automatically retrieved from MyProxy during the login phase. In the case when no
appropriate credential exists and can be loaded, the user can use the “New credential”
command to specify a credential to be retrieved from MyProxy to the portal.

| Refreshlist | | MNewcredential | | Editcredential | | Deactivate credential | | Delete credential |
Dn Label Status Time remaining
fC=PL{O=GRID O=PSNC/CH=Piotr Dziubacki Default Credential Active 2 hours 14 rminutes 50 seconds

View Credential
Label: Default Credential
DM fC=PL{O=GRIDY O=PSNC/CH=Piotr Dziubecki
Status: Active
Remaining lifetime: 2 hours 14 minutes S0 seconds
Creation date:  Thu Jun 19 09:37:45 CEST 2008
Last retrieved: Tue Jun 24 15:01:43 CEST 2008
User name: dziubecki
Marne:

Lifetirne: e100

Paszphraze: #

Figure 7: Credential Manager Portlet — View Credential Details
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7. Business Benefits

Taking into account current market trends for support of collaborative environments as well
as connecting and enabling communication among different businesses, collaboration,
connectivity, communication [20] and synchronization of processes comprise decisive
factors for business success. A variety of roles with different levels of authorization and
varying Quality of Service (QoS) requirements, related among others to security, reliability
and performance, must be served by Grid portals.

Grid portals comprise a solution for the rather limited usability of the Grid
infrastructure for end users, by offering a user-friendly and much less complicated
environment for them to transparently access and manage services and resources
aggregated from different, distributed and heterogeneous sources. Moreover, given the
customizability potential, based on different end user roles, Grid portals can provide
personalized views of information, this way constituting a significant enhancement of the
Grid business aspect.

Offering Web-based access and management of resources and service capabilities,
however, poses strong security requirements. The threats are numerous; an attacker may
gain access and manage the resources and the services for running their own jobs on the
Grid, obtain information about registered users or retrieve the results of executed jobs,
among others. [21] In a business environment, the security requirements become even
stronger. Important business data may be exposed, and customers/enterprises may be
charged for services they never used or face Denial of Service (DoS), all resulting to
possible financial and other important malign problems to their business. An example could
be taken from a strongly collaborative environment such as the supply chain, in a case
where the system does not allow for customers to submit their orders or for suppliers to
view the submitted orders and process them, or when orders and customer information are
exposed to the supplier’s competitors. The impact of such problems could range from
delays in order processing, affecting the speed of the processes in the whole supply chain
(distributors, manufacturers and customers) and resulting in a delayed order cycle, to the
loss of customers.

Depending on the requirements of the businesses involved, related to data
confidentiality, reliability and access control, a “successful” security attack may cause
significant costs and have great impact on the reputation of the service providers. Thus,
security comprises an important aspect of Grid portals. Data transformation and certificate
establishment as well as user authentication, authorization and management work towards
this direction. However, depending on the business-related security levels and the scale of
the system, the above mentioned processes may be time-consuming and rather complicated
for setting up as well as for maintenance. The proposed integration of these security
mechanisms with Grid Web portals and the resulting abstraction of the users from the
security mechanisms - reducing thus the complexity of the processes and the effort required
to perform them - comprise an important improvement towards the business adoption of the
Grid. Security and user management can this way be performed in a more cost-effective
way and allow for IT staff to focus more on how to plug Grid into their business rather than
wonder how to plug Grid into their technology.

Especially in the case of small local businesses that lack the capital to own resources
(computational, informational, applications, etc), they can remain profitable and maintain or
improve their market share by taking the step to bring Grid into their businesses and
accessing resources through a secure portal solution. This way, local economies can remain
viable.

By offering automatic creation of user accounts and registration in a number of chosen
middleware and services during sign-up or after account approval, the Vine Toolkit enables
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a simplified process of generating credentials and registering them with Grid middleware,
or creating accounts on remote systems through the user-friendly user setup and
administration interfaces presented. In fact, our major marketing strategy comprises in
demonstrating to Small and Medium-sized Enterprises (SMEs) this simplified process and
the success stories produced after its application in real-world businesses within the
BEInGRID project.

8. Conclusions and Future Work

In this paper we demonstrated the Web-based Single Sign-Up and Single Sign-On with the
Vine Toolkit, which can be used in several Grid platforms employed by BEInGRID
partners or other businesses today. We showed how User Registration, User Authorization
and User Management are implemented seamlessly in one package designed to fulfill the
real needs of secure and easy Web-access to Grid resources in business environments. The
cooperation of the aforementioned mechanisms allows Vine applications to enable a true
Single Sign-On capability.

The work in the Vine Toolkit was focused on giving the end user a useful tool that
would allow reusing existing middleware and infrastructures. Additional effort was put into
building an automated mechanism for user account creation in existing systems and various
middleware. Globus Toolkit 4, UNICORE 6 and gLite 3 security is supported, amongst
others. Vine was implemented having in mind how to improve business operations and
provide business users with an easy to use environment through a Web portal. These
characteristics make Vine ideal for use by businesses that wish to “Gridify” their existing
infrastructure and processes, in order to remain competitive and exploit the benefits of Grid,
as discussed above.

We would further like to point out that the presented software is open source (the
Apache License 2.0 applies). Also, although this paper focused on security and user
management, additional functionality is packaged in Vine. It supports the submission,
monitoring and control of computational jobs in different Grid platforms, as well as the
management of file repositories of different types. It thus comprises a fully integrated
solution that can be used when building a Web Grid portal.

Although the Vine Toolkit is now in a mature state and available for usage through the
Gridipedia [27] Web site, development is still on-going. The users’ feedback will lead to
the further improvement of some detailed aspects of its functionality, and to fixing any
discovered problems. Future work also includes, but is not limited to, testing and evaluating
Vine in a new business case within BEINGRID. This business case is mainly concerned
with complex computing workflows in Grid enabled enterprise B2B processes, focusing in
the aerospace and defense sector and using Web 2.0 technologies. In the context of this
work, we also expect to further evolve the functionality provided by all the components of
the Vine Toolkit, as well as improve the presentation layer by the adoption of new Ul
technologies. Furthermore, we aim to the implementation of support for additional
middleware and third party services, such as GRIA [22].
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